nVPN Configuration Guide for Staff

Step 1. Download nVPN installation file “OS Type” thru https://nusit.nus.edu.sg/eguides/
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Step 2. Double click to install Pulse Secure, then click Continue to install.

() w Install Pulse Secure [*)

o [ - Pulse Secure.9.0.3.1667 Welcome to the Pulse Secure Installer

R Welcome to the Pulse Secure Client for Mac installer. You will
@ Introduction be guided through the steps necessary to install this.

L software.
PulseSecure.pkg
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Pulse Secure Continue

Step 3. Installer is trying to install new software: “type device user login account” then
Click Install Software.

Installer is trying to install new software.

i ‘v’ Enter your password to allow this.

Username: | IT Core

Password:

Cancel Install Software

Step 4. Please click ALLOW button for “Pulse Secure LLC” under Security & Privacy Settings.

° < ] Security & Privacy

ICEEEN Filevault  Firewall  Privacy

Alogin password has not been set for this user | Set Password...
Require password _immediately [ after sleep or screen saver begins

System Policy is preventing loading Show a message when the screen is locked
PulseSecure. Disable automatic login

}\ Please click ALLOW button for "Pulse Secure LLC"

under Security & Privacy Settings.

Allow apps downloaded from:

App Store
(© App Store and identified developers

System software from developer “Pulse Secure LLC" was blocked
from loading.

[l Click the lock to prevent further changes. Advanced.. ?



Step 5. Right click on Pulse Secure desktop client app icon, open it and click on Open Pulse

Secure.
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Step 6. Left click on “+” sign on Pulse Secure desktop client window. A “add connection”
window will pop-up. Please enter a name to your preference and Server URL with
“https://webvpn.nus.edu.sg/stf” and click “add”.

® [ ] < Pulse Secure

@ $ Pulse Secure
Connections

Type: Policy Secure (UAC) or Connect... a

Name: My VPN

Server URL: | https://webvpn.nus.edu.sg/stf| ‘

@ Connect Cancel ﬁ

Step 7. Click “Connect”
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Connections

)
Disconnected

Step 8 : Pop-up window will appear intimating credentials required, key in credentials in
below format and click “Sign in”.

nusstf\userid
password

< Pulse Secure

Connecting to My VPN

National University of
Singapore

Sign in with your organizational account

nusstf\mbimsm

Please sign in with your NUSNET ID, eg:
o nusstf\userid
e nusstu\userid
e nusext\userid

© 2013 Microsoft ~ Change Password ~ Forgot Password?  Help On 2FA

Cancel




Step 9: Click “Continue” to proceed with VPN connection.
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Connecting to My VPN
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V/Symantec X

Confirm Your Identity

A sign in request was sent to the following
mobile devices. Approve the request on the
device to finish signing in.

Did not receive the sign in request?

iuthentication for

Send it again or
Use a security code to sign in

Password?  Help On 2FA

Cancel

Step 10: Below prompt will appear indicating 2FA push notification was sent to mobile.
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Step 11: Click on “Approve” 2FA push authentication on your mobile.

Sign In Request




Step 12: Successful connection notification will appear stating “connection complete” and
B2 icon in Pulse secure desktop client window reflects successful connection.
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